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HIPAA 101: Back to Basics
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Agenda
• Big Picture

– What is HIPAA?
– Who must comply?
– What information is protected?
– Enforcement

• Basic Requirements:
– Privacy Rule Overview
– Security Rule Overview
– Breach Notification Rule Overview

• Recent HIPAA Developments: COVID-19; Proposed Rule

This presentation will cover a summary of key elements of the HIPAA requirements and is not a complete or comprehensive guide to compliance. Entities regulated by HIPAA should conduct 
their own review to identify applicable requirements and should not rely on this presentation as legal advice.
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What is HIPAA?
• Health Insurance Portability and Accountability Act of  1996, as 

amended by the HITECH Act
– Federal privacy protections for “individually identifiable health 

information”
– Provides a “floor” of  protection – state laws may preempt

• Regulations at 45 C.F.R. Parts 160, 162, and 164
– Privacy, Security, Breach Notification Rules

• Administration/Enforcement by U.S. Department of  Health and 
Human Services, Office for Civil Rights (“OCR”)
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Who Must Comply?

• “Covered Entities” 
– Health Plans
– Healthcare Clearinghouses
– Healthcare Providers that submit Standard Transactions

• “Business Associates” (and “Subcontractors”) 
– Note: Business Associate Agreements required
– Enforcement focus!
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What Information is Protected?
• “Protected Health Information” or “PHI”

– Individually identifiable health information created or received by a health care 
provider 
• “Individually identifiable”: 18 identifiers
• “Health Information”: relates to the past, present, or future physical or mental health or 

condition of  an individual; the provision of  health care to an individual; or the past, present, 
or future payment for the provision of  health care to an individual

– EXCLUDES: certain education records (e.g., FERPA), employment records held 
by Covered Entity in role as employer, information of  individual deceased more 
than 50 years, de-identified information 
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HIPAA Enforcement
• OCR may conduct complaint investigations and compliance 

reviews

• Enforcement options:
– “Technical assistance” (i.e., guidance for voluntary compliance)
– Resolution Agreements (i.e., settlement and corrective action plan)
– Civil money penalties (tiered system; up to $50K per violation, up 

to $1.5MM per violation per year)
– Criminal prosecution for certain violations (e.g., knowingly 

obtaining or disclosing PHI in violation of  standards)
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Basic Requirements: Privacy Rule

“A major goal of  the Privacy Rule is to assure that individuals’ 
health information is properly protected while allowing the 

flow of  health information needed to provide and promote high 
quality health care and to protect the public's health and well being. 

The Rule strikes a balance that permits important uses of  
information, while protecting the privacy of  people who seek care 

and healing. Given that the health care marketplace is diverse, the 
Rule is designed to be flexible and comprehensive to cover the 

variety of  uses and disclosures that need to be addressed.”

© 2021 National Association for Home Care & Hospice                       7

Emerging Legal Trends in Home Care & Hospice

Basic Requirements: Privacy Rule

• Requires safeguards to protect privacy of  PHI

• Limits and conditions on the uses and 
disclosures of  PHI without patient authorization

• Gives patients rights over their PHI
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Basic Requirements: Privacy Rule

• Uses and Disclosures

– Basic premise: may only use or disclose PHI as the Privacy 
Rule requires or permits, or as Authorized by individual

– Required Disclosures:
• To individuals (or their personal representatives) specifically when 

they request access to, or an accounting of  disclosures of, their PHI
• To HHS for compliance investigation or review or enforcement 

action
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Basic Requirements: Privacy Rule

• Uses and Disclosures, cont.
– Permitted Disclosures, e.g.:

• Treatment, Payment, and Health Care Operations; 

• Opportunity to Agree or Object (e.g., to friends and family); 

• Incident to otherwise permitted use or disclosure; 

• Public Interest and Benefit Activities; 

• Limited Data Set for research, public health or health care 
operations
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Basic Requirements: Privacy Rule
• Uses and Disclosures, cont.

– Authorizations
• If  use or disclosure is not otherwise permitted, an Authorization is required
• Certain requirements / limitations
• Specific content requirements

– Minimum Necessary
• Avoid “over-disclosure”
• Does not apply to treatment, disclosure to individual or HHS, or disclosure 

pursuant to Authorization
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Basic Requirements: Privacy Rule

• Patient Rights
– Access

• Enforcement focus!

– Amendment
– Accounting of  Disclosures
– Request Restrictions on Disclosures
– Request Confidential Communications
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Basic Requirements: Privacy Rule
• Personal Representatives

– A personal representative is a person legally authorized to make health 
care decisions on an individual’s behalf  or to act for a deceased 
individual or the estate
• Generally look to state law
• Parents are usually the personal representatives for their minor children
• EXCEPTION: reasonable belief  of  abuse, neglect, or endangerment

– Must treat a "personal representative" the same as the individual, with respect 
to uses and disclosures of  the individual’s PHI, as well as the individual’s 
rights 
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Basic Requirements: Privacy Rule
• Administrative Requirements

– Privacy Officer
– Notice of  Privacy Practices
– Complaints
– Mitigation
– Policies and Procedures
– Training
– Enforcement / Sanctions 
– Non-Retaliation & Non-Waiver
– Documentation Requirements
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Basic Requirements: Security Rule

“A major goal of  the Security Rule is to protect the 
privacy of  individuals’ health information while allowing 

covered entities to adopt new technologies to improve the 
quality and efficiency of  patient care. Given that the health care 

marketplace is diverse, the Security Rule is designed to be 
flexible and scalable so a covered entity can implement 
policies, procedures, and technologies that are appropriate 
for the entity’s particular size, organizational 

structure, and risks to consumers’ e-PHI.”
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Basic Requirements: Security Rule
• Establishes a national set of  security standards for protecting PHI that 

is held or transferred in electronic form (“e-PHI”)

• Must maintain “reasonable and appropriate” administrative, 
technical, and physical safeguards for protecting e-PHI
– Ensure the confidentiality, integrity, and availability of  all e-PHI created, 

received, maintained or transmitted
– Identify and protect against reasonably anticipated: 

• Threats to the security or integrity of  e-PHI
• Impermissible uses or disclosures

– Ensure compliance by workforce
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Basic Requirements: Security Rule
• Required to comply with every Security Rule “Standard” 

• Some flexibility: certain “Implementation Specifications” within those 
Standards are “Required” while others are “Addressable” 
– “Required” must be implemented
– “Addressable" (not optional) permits determination of  whether it is “reasonable 

and appropriate.” 
• If  not: document why & implement “equivalent alternative measure”

• Ongoing Review/Maintenance:
– Review and modify the security measures as needed 
– Update documentation of  such security measures
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Basic Requirements: Security Rule

*Don’t forget: Business Associate Agreements, policies and procedures, 
documentation

© 2021 National Association for Home Care & Hospice                       18

Administrative Safeguards Physical Safeguards Technical Safeguards

• Security Management Process
• Security Personnel
• Information Access 

Management
• Workforce Training and 

Management
• Security Incident Procedures
• Evaluation
• Contingency Plan

• Facility Access and
Control

• Workstation and 
Device Security

• Access Control
• Audit Controls
• Integrity Controls
• Transmission 

Security
• Authentication 
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Basic Requirements: Security Rule
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• Security Risk Assessment: Enforcement focus!
– “Foundational”

• First step in identifying and implementing safeguards under the Standards and Implementation 
Specifications 

• Must “conduct an accurate and thorough assessment of  the potential risks and vulnerabilities to the 
confidentiality, integrity, and availability of  ePHI held by the [organization].”

– No “one way,” but generally: 
• Identify where ePHI is stored, received, maintained or transmitted;
• Identify threats & vulnerabilities; 
• Assess current security measures; and
• Determine level of  risk: likelihood of  occurrence x potential impact

• Risk Mitigation

• Periodic Review and Update

Emerging Legal Trends in Home Care & Hospice

Basic Requirements: 
Breach Notification Rule

“A breach is, generally, an impermissible use or 
disclosure under the Privacy Rule that compromises 

the security or privacy of  the protected health 
information. An impermissible use or disclosure of  protected 

health information is presumed to be a breach unless the 
covered entity or business associate, as applicable, demonstrates 

that there is a low probability that the protected health 
information has been compromised based on a risk 

assessment of  at least [certain defined] factors”
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Basic Requirements: 
Breach Notification Rule

• Analysis of  a potential Breach:
– Was PHI involved?
– Was it unsecured?
– Was there an impermissible use or disclosure?
– Does an exception apply?
– Does risk assessment show “low probability of  

compromise”? 
• Based on “at least” the following factors: (i) nature and extent of  

PHI; (ii) unauthorized person who used or received PHI; (iii) was 
PHI actually acquired or viewed; and (iv) extent of  risk mitigation
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Basic Requirements: 
Breach Notification Rule

• Breach notification: generally, without unreasonable delay, but no later than 
60 days following discovery

– To individuals: Regardless of  number of  affected individuals

– To HHS:
• 500 or more affected individuals, within 60 days
• If  fewer than 500, annual notification permitted (no later than 60 days after the end of  the 

calendar year in which the breach is discovered)

– To media: if  more than 500 individuals in a state or jurisdiction are affected

– To Covered Entity: by Business Associate who discovers Breach
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Basic Requirements: 
Breach Notification Rule

• Burden of  Proof
– Must be able to demonstrate that: 

• All required notifications have been provided; OR 
• That a use or disclosure of  unsecured PHI did not constitute a Breach 

• Administrative Requirements
– Written policies and procedures
– Train workforce members
– Develop and apply appropriate sanctions
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Recent HIPAA Developments
• HIPAA and COVID-19

– “Enforcement discretion” for certain activities 
– Explanations/guidance of  existing flexibilities/permitted uses and disclosures
– https://www.hhs.gov/hipaa/for-professionals/special-topics/hipaa-covid19/index.html

• HIPAA Proposed Rule
– Recently proposed rule changes; comment period closed May 6, 2021
– Multiple, significant changes proposed (e.g., 15 days for patient access; required submission of  

request to other provider and required response to same; others)
– Anticipated compliance period of  ~8 months after publication of  Final Rule
– Revisions to policies, business associate agreements, and training needed
– https://www.hhs.gov/hipaa/for-professionals/regulatory-initiatives/index.html
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Questions?

Madison M. Pool
404-873-8514

madison.pool@agg.com
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Upcoming Events
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2021 Financial Management Conference
August 1-3, 2021  |  Chicago, IL

August 9 – September 9, 2021 | Digital On-Demand

2021 Home Care and Hospice Conference and Expo
October 3-5, 2021  |  New Orleans, LA
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Upcoming Topics in This Series
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May 6: Patient Acceptance and Discharge
May 19: Dealing with an Investigation—OIG, FBI, etc.

Jun TBD: HIPAA 101/Refresher
Jun TBD: Fraud and Abuse: Stark and Anti-kickback Law

Jul TBD: Employment Law Issues
Aug TBD: Wage & Hour Law

Sep TBD: Survey and Certification: Terminations, Sanctions, Appeals
Oct TBD: Payment Audits and Appeals
Nov TBD: Managed Care Contracting

Dec TBD: Legal Considerations in Mergers and Acquisitions

Emerging Legal Trends in Home Care & Hospice

Join NAHC
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NAHC is the leading trade association for home care
and hospice professionals and we serve as the unified
voice for the industry.

Whether you’re a home care provider, a hospice
administrator, or a technology company that provides
services for the industry, there’s a place for you at
NAHC.

Join your peers and fellow leaders as part of  the NAHC 
community today! Learn more at: http://nahc.org/join


